Nazev ramcového
tématu
Ccesky/anglicky

Anotace (¢esky)

Anotace (anglicky)

Skolitel

Skolitel-
specialista

Cislo a
nazev
projektu/
grantu

hendikepem

Bezpecnost webovych aplikaci vyuzivanych osobami s
Security of web applications used by people with disabilities

V dnesni dobé vyuzZiva webové aplikace témér kazdy,
v€etné osob s hendikepem, napf. v zaméstnani, pfi
nakupovani, vzdélavani nebo pfi zabavé. Spolu s ristem
kazdodenniho vyuziti webovych aplikaci roste taktéz
vyznam jejich bezpec€nosti. Jeji naruSeni mize mit
fatalni dopady pro chranéné zajmy osob (napf.
neopravnéna manipulace s pocitacovym zafizenim,
kradez pfistupovych Udajl k platebni karté nebo zneuziti
osobnich udajh). Zajisténi bezpecnosti u webovych
aplikaci vSak vyzaduje jistou miru interakce uzivatele a
pocitaCe. Tato interakce u hendikepovanych osob muize
byt problematicka kvuli jejich zrakovému, sluchovému,
pohybovému nebo mentalnimu postizeni, coz mize mit
negativni dopad na miru zabezpeCeni webovych
aplikaci.

Cilem prace bude vyzkum vedouci ke zvySeni urovné
bezpecnosti u webovych aplikaci vyuzivanych osobami
s riznym hendikepem. K provéfeni a zhodnoceni urovné
zabezpeceni webovych aplikaci jak na technické, tak i
na organizacéni urovni, bude vyuZito metod penetra¢niho
testovani. Tento druh testovani se provadi pomoci
simulaci utokll na bezpeénost webovych aplikaci. Jako
prakticky vystup bude vytvofeni metodiky zajisténi
bezpeCnosti u zminénych webovych aplikaci s ohledem
na snizenou moznost interakce takového uZivatele a
pocitace.

Nowadays, almost everyone uses web applications,
including people with disabilities, for example at work, for
shopping, education or for entertainment. Along with the
growth of everyday using of web applications, the
importance of their security is also growing. Its violation
can have fatal consequences for the protected interests of
persons (eg unauthorized manipulation of computer
equipment, theft of access data for payment card or
misuse of personal data). However, ensuring web
applications security requires a measure of user-
computer interaction. This interaction can be problematic
for people with disabilities due to their visual, hearing,
movement or mental disabilities, which can have negative
impact on the security level of web applications.

The aim of the dissertation will be research leading to an
increase in the level of security of web applications used
by people with disabilities. The methods of penetration
testing will be used to verify and evaluate the level of web
application security at both technical and organizational
level. This type of testing is performed using simulation
attacks on web application security. As a practical output,
will be created a methodology to ensure the security of the
mentioned web applications with regard to the reduced
possibility of interaction between such user and computer.
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