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IT security solutions in healthcare facilities in accordance with legislative requirements

Reseni bezpeénosti IT ve zdravotnickém zafizeni v souladu s legislativnimi pozadavky

Zajisténi bezpecnosti IT ve zdravotnictvi je zdsadni problém,
jak je vidét v posledni dobé na tspésnych Utocich nejen v CR.
Na druhou stranu zdravotnictvi spéje ke stile vétsi
elektronizaci, je tedy tfeba tento rozpor resit.
Po provedeni reSerSe z dané oblasti a sezndmeni zejména
s legislativou student vypracuje analyzu rizik zdravotnického
zafizeni. Toto zafizeni mlZe byt redlné nebo fiktivni. Podle
vysledkll této analyzy rizik zpracuje reSeni bezpecnosti v
daném zafizeni nebo ve vybrané Casti. Pro teSeni vyjde z
odpovidajicich zakon( a predpisti (napf. Zakon o kybernetické
bezpelnosti, GDPR, Vyhlaska ¢&. 98/2012 Sb. Vyhldska o
zdravotnické dokumentaci, Zakon ¢. 378/2007 Sb., o 1éCivech
a o zmeénach nékterych souvisejicich zakonl (zdkon o
1é¢ivech) a dalsi). Vysledkem této prace bude metodika pro
feSeni bezpenosti v zafizeni dané velikosti. Tato metodika
muze obsahovat bezpec¢nost dat zpracovavanych elektronicky i
v papirové podobé¢, vyuziti internetu vSemi zpusoby, internet
véci veetné vSech rizik, komunikaci s pojistovnami a dal§imi
institucemi atd. Soucasti prace bude otazka uchovani i mazani
dat pacientl, problematika vyfazenych medii atd. Blizsi
specifikace prace bude provedena pro konkrétniho zajemce.
Cilem prace je tedy metodika fesSeni bezpecnosti IT ve
zdravotnickém za Fizeni.

Ensuring IT security in healthcare is a fundamental problem,
this can be seen recently in successful attacks not only in the
Czech Republic. On the other hand, healthcare is moving
towards increasing electronization, so this discrepancy needs to
be resolved.

After conducting a search in the field and getting acquainted
with the legislation, the student will prepare a risk analysis of
the medical facility. This device can be real or fictitious. Based
on the results of this risk analysis, it will develop a security
solution in the given facility or in a selected part. The solution
will be based on the relevant laws and regulations (eg Act on
Cyber Security, GDPR, Decree No. 98/2012 Coll., Decree on
Medical Documentation, Act No. 378/2007 Coll,, On
Medicinal Products and on Amendments to Certain Related
Acts (Act on medicines) and others). The result of this work
will be a methodology for solving security in a device of a
given size. This methodology may include security of data
processed electronically and in paper form, use of the Internet
in all ways, the Internet of Things, including all risks,
communication with insurance companies and other
institutions, etc. Part of the work is the issue of storing and
deleting patient data, discarded media, etc. the work will be
performed for a specific applicant.

The aim of the work is therefore a methodology for solving IT
security in healthcare management
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